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GeoNode User & Administration
Management

Accounts and users

GeoNode is primarily a social platform, and thus a primary component of any GeoNode instance
is the user account. This section will guide you through account registration, updating your
account information, and viewing other user accounts.

Creating a new account
Managing your profile

Setting notification preferences
Viewing other user accounts

Creating a new account

Before you can save or edit any layers on a GeoNode instance, you need to create an account.

1.

From any page in the web interface, you will see a Register link. Click that link, and the
register form will appear

Note

The registrations in GeoNode must be open, in case you don'’t see the register link then
it's not possible to register unless the administrator of the side does that for you.

Sign in screen

SNIEAU Benin

S'identifier

S'identifier

Nom d'utilisateur

kngeno
Mot de passe

------

------

Email

| kngenodev@gmai\.mm|



http://docs.geonode.org/en/master/tutorials/users/accounts_and_users/registration.html
http://docs.geonode.org/en/master/tutorials/users/accounts_and_users/profile.html
http://docs.geonode.org/en/master/tutorials/users/accounts_and_users/notifications.html
http://docs.geonode.org/en/master/tutorials/users/accounts_and_users/users.html

5. On the next page, fill out the form. Enter a username and password in the fields. Also,
enter your email address for verification
6. The admin will confirm your registration

Managing your profile

Your profile contains personal information.

1. Click on your user name in the top right of the screen. A drop-down list will show. Click
on Profile to enter the Profile settings page.

Menu

&3 Upload Layers

& Profile
¢ Recent Activity
&2 Inbox

A Notifications

@ Help

2. ]_ink to your profile
3. The next page shows your profile, which is currently empty.
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People Search Q

kngeno
4] Message User
kngeno
Email kngenodev@gmail.com @ Editprofile
Position Not provided.
8 Change password
Organization Not provided.
Location Not provided. & Upload new layers
Voice Not provided. 9 Createanewmap
Fax Not provided. ¢ My Activities
Description Not provided.
Keywords Not provided A Notifications
Profile page
Click the Edit profile information link.
> Edit profile

Link to edit your profile

Change password

Upload new layers

Create a new map

My Activities

On this page, your personal information can be set, including your avatar. Enter some
details in the Profile box as well as your city and country info.
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Edit Your Profile

First name

Kevin

Last name

Ng'eno

Email address

kngenodev@gmailmm‘

Change your avatar

Nom de l'organisation
Upande

nom du responsable de I'orgaisation

Profil

8. Editing your profile
9. When finished, click Update profile.

Country

pays de |'adresse physique

Keywords

A space or comma-separated list of keywords

Update profile

10. Link to save your profile updates
11. You will be returned to the main profile page. Now click Account settings.



Setting notification preferences

By default GeoNode sends notifications to the users for events that the users could be
subscribed such as a new layer uploaded or a new rate added to a map.
1. you can adjust your notification settings by clicking on your user name in the top right of
the screen. A drop-down list will show. Click on Notifications to enter the Notifications
Settings page.

Notification Settings

Mote: You do not have a verified email address to which notices can be sent. Add one now.

Notification Type Email

User following you "
another user has started following you

Request to download a resource i
A request for downloading a resource was sent

Layer Created i
A Layer was created

Layer Updated i
A Layer was updated

Layer Deleted i
A Layer was deleted

Comment on Layer v
A layer was commented on

Rating for Layer "
A rating was given to a layer

2. make sure to have a verified email address to which notices can be sent. If not, click on
the proposed link to add one

3. now check/uncheck the notification types you wish to receive or not receive. It is
possible to be notified for the events listed above



Viewing other user accounts

Now that your account is created, you can view other accounts on the system. Note that on the
main profile page there are options for following (and blocking) other users.

H 1
Kevin Ng'eno (kngeno)
. 4 Message User
Kevin
Email kngenodev@gmail.com @ Editprofile
Paosition Not provided.
@ Change password
Organization Upande
Location Not provided. & Upload new layers
Voice Not provided. ¢ Createanewmap
Fax Not provided. ¢ MyActivities
Description Not provided.
Keywords Not provided A Notifications

Profile page
1. To see information about other users on the system, click the People link on the top
toolbar. You will see a list of users registered on this system.
SNIEAU Benin People

Explore People
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2. List of users
3. Click on the user name for a particular user. You will see the layers owned by this user.

Helsens
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SNIEAU Benin People Search

Description Not provided.

Keywords Not provided

Resources

All contents Layers Maps Documents

Delimitation automatique du bassin versant de Ouémé

No abstract provided

& HansVanDerKwast [ 22Apr2015 @ 187 A0 * 0
¢ Create aMap

ben_adm0_3

No abstract provided

& HansVanDerKwast [*] 26Feb2015 ® 152 M0 % 0

List of layers owned by a user
1. You can also click Activities to see the activity feed.

NIEA Benin Search Q 0

Activity Feed for admin

admin created Test-Benin Administration Boundaries by admin
' 23 hours, 57 minutes ago

o0 —©-

23 hours, 58 minutes ago

' admin créé Test 2 by admin

admin supprimé
1dayago

admin supprimé
‘ 1dayago
|
e admin envoyé ben_adm0_4
‘ 1day ago




Managing layers

After user accounts, the next primary component of GeoNode is the layer. Layers are a
published resource representing a raster or vector spatial data source. Layers also can be
associated with metadata, ratings, and comments.
In this section, you will learn how to create a new layer by uploading a local data set, add layer
info, change the style of the layer, and share the results.
e Uploading a layer
e Layer information
o Downloads
o Layer Detail Tabs
e Sharing layers
o Anonymous access
o Sharing with social media
e Adding more layers

Uploading a layer

Now that we have taken a tour of GeoNode and viewed existing layers, the next step is to
upload our own.
In your data pack is a directory called data. Inside that directory is a shapefile called
oueme_delimitation_automatique_final_1.shp. This is a data set containing administrative
boundaries for the San Andres Province. This will be the first layer that we will upload to
GeoNode.

1. Navigate to the GeoNode welcome page.

2. Click the Layers link on the top toolbar. This will bring up the Layers menu.

3. Main toolbar for GeoNode

SNIEAU Benin e Searc a



http://docs.geonode.org/en/master/tutorials/users/managing_layers/upload.html
http://docs.geonode.org/en/master/tutorials/users/managing_layers/info.html
http://docs.geonode.org/en/master/tutorials/users/managing_layers/info.html#downloads
http://docs.geonode.org/en/master/tutorials/users/managing_layers/info.html#layer-detail-tabs
http://docs.geonode.org/en/master/tutorials/users/managing_layers/share.html
http://docs.geonode.org/en/master/tutorials/users/managing_layers/share.html#anonymous-access
http://docs.geonode.org/en/master/tutorials/users/managing_layers/share.html#sharing-with-social-media
http://docs.geonode.org/en/master/tutorials/users/managing_layers/more.html

SNIEAU Benin e

Explore Layers
= Total: 19 -
|

Add resources through the "Add to
cart” buttons. e ., .
oueme_delimitation_automatique_final_1

No abstract provided

& admin [ 25Jun2015 @ 163 * 0 * 0 @ CreateaMap

Filters Clear

— Delimitation automatique du bassin versant de Ouémé L

Raster No abstract provided

Vector @ & HansVanDerKwast £ 22Apr2015 ® 187 M0 %0

4. Layers menu
5. Click Upload Layers in the Layers toolbar. This will bring up the upload form

Upload Lavers

6. Layers toolbar

SNIEAU Benin e

Upload Layers

| ]

| | Permissions
| ]

E 6 : ‘Who can view it?
| ]

| ]

E

™ Anyone

_____________________________________________________________ - The following users:

or select them one by one: ‘ Choose users ‘

Browse... No files selected. The following groups:

‘C“cc:e groups.. ‘

Files to be uploaded

Select the charset or leave default ‘Who can download it?

UTF-8/Unicode Bl
‘Who can change metadata for it?
Upload files Who can edit data for this layer?

7. Upload Layers form
8. Fill out the form.

o Click on the Browse... button. This will bring up a local file dialog. Navigate to
your data folder and select all of the four files composing the shapefile
(oueme_delimitation_automatique_final_1.shp,
oueme_delimitation_automatique_final_1.dbf,
oueme_delimitation_automatique_final_1.shx,
oueme_delimitation_automatique_final_1.prj).

o Alternatively you could drag and drop the four files in the Drop files here area.

o The upload form should appear like this now:

10



Upload Layers

or select them one by one:

No files selected.

Files to be uploaded

Select the charset or leave default

UTF-8/Unicode B
Upload files

9. Files ready for upload

Explore Layers

Permissions
‘Who can view it?

M Anyone
The following users:

The following groups:

‘Whe can download it?
‘Who can change metadata for it?

‘Who can edit data for this layer?

10. GeoNode has the ability to restrict who can view, edit, and manage layers. On the right
side of the page, under Who can view and download this data?, select Any registered
user. This will ensure that anonymous view access is disabled.

11. In the same area, under Who can edit this data?, select the Only the following users or
groups option and type your username. This will ensure that only you are able to edit the

d_aga_i_r_] th_e I_a_lyer.

Who can view it?

™ Anyone

The following users:

The following groups:

Who can download it?

Who can change metadata for it?
Who can edit data for this layer?
Who can edit styles for this layer?

Who can manage it? (update, delete, change
permissions, publish/unpublish it)

12. Permissions for new layer

13. Click Upload to upload the data and create a layer. A dialog will display showing the

progress of the upload.

Your upload has started
49.0%
.

11



14. Upload in progress

15. Your layer has been uploaded to GeoNode. Now you will be able to access to the its info
page (clicking on the Layer Info button), access to its metadata edit form (clicking on the
Edit Metadata button) or to manage the styles for it (clicking on the Manage Styles
button).

Your layer was successfully uploaded

m Edit Metadata Manage Styles

Layer information

After upload, another form will displaying, containing metadata about the layer. Change any
information as desired, and then click Update at the very bottom of the form.

.
Edit Metadata
Editing details for geonode:oueme_delimitation_automatique_final_1
‘Owner

admin
Title

oueme_delimitation_automatique_final_1
Date

2015-06-2502:54 PM m
Date type

Publication j

Edition

Layer metadata
After the update, the layer will display in a preview window.

12



oueme_delimitation_automatique_final_1

- - — -
= 'I" o / l"wQ Q x m ° o © Download Layer
Swass
X it 7o \ sy FBOUN3 - Bauchi
o ooy 4 lBénin " Nigeria Yol
Abuja y 4 i =
| C Togo Hprin Lafia 4 / Edit Layer
Céte d'lvoire Chens ' R Makurdi Kodordsbse
Yomoussoukro masi c ti Béafrika
Y Lomer-299%:Benin City { : - République Download Metadata
Abidjan /:5:'.'4‘ mow,m CarCameroun Centrafricain
T S Harcourt
= 3 S Bangul Legend
Malabo  Yaoundé Ex
- L
|}
/ Guinea
Ecuatora! -
% Librevilie . -
# H it Maps using this layer
( Gabon République
0 \ du Congo List of maps using this layer:
\ |’°°_'c";‘|m 1:17a71285 v Test
© OpenStrectMap comtributors -
Create a map using thislayer
@ Info =Attributes #* Share * Ratings  Comments
Click the button below to generate a new map based
onthis layer.
Title oueme_delimitation_automatique_final_1

Publication Date  June 25,2015.2:54 pm.
Type VectorData
Category  Utilities Communication €@ Sty'es
Owner  admin The following styles are associated with this layer.
Choaose a style toviewit in the preview map.
Moreinfo

Layer preview
This page contains lots of options for managing this layer. Let’s look at a few of them:

Downloads

At the top of the page there are two buttons titled Download Layer and Download Metadata.
These buttons provide access to the ability to extract geospatial data and metadata from within
GeoNode. In this way, GeoNode allows for two way data and metadata access; one can import
as well as export data.

Data

1. Click the Download Layer button. You will see a list of options of the supported export
formats.

Download Layer

JPEG

PDF

PNG

Zipped Shapefile
GML20

ViewinGoogle Earth
Tiles

13



Available export formats
1. Click the option for Zipped Shapefile.

2. GeoNode will process the request and bring up a Save As dialog. Save this file to your
computer, and note how it is the same content as was uploaded.

Metadata

1. Click the Download Metadata button. You will see a list of options of the supported
export formats.

Download Metadata

Atom

DIF

Dublin Core
ebRIM
FGDC

IS0

Close

Available metadata export formats
1. Click the option for DUBLIN CORE.

2. GeoNode will process the request and display XML metadata. Try clicking various

metadata formats, and note how it is the same metadata content in various formats
compatible with metadata and GIS packages.

Layer Detail Tabs

1. Scroll down the page toward the bottom. Five tabs are available: Info, Attributes, Share,
Ratings, and Comments. The info tab is already highlighted, and presents basic
information about the layer, of the kind that was seen on the layer list page.

14



O Info = Attributes ™ Share # Ratings ¢ Comments

Title oueme_delimitation_automatique_final_1
Abstract Mo abstract provided

Publication Date  June 25, 2015, 2:54 p.m.
Type Vector Data
Category Utilities Communication €
Owner admin

Language English
Supplemental Mo information provided
Information

2. Layer Info tab

3. Click the Attributes tab. This lists the attributes of the layer, including statistics (range,
average, median and standard deviation). Layer attribute statistics are made available
only for numeric attributes. As we can see, this layer’s attributes are not numeric, so no
statistics are calculated.

& Info = Attributes 7 Share ¥ Ratings > Comments

Attribute Name Label Description Range Average Median Standard Deviation
GADMID Mone  None MNA 21.00 21.00 0.00

I1SO None  None NA

NAME_ENGLI Mone None MNA

NAME_[SO Mone None MNA

NAME_FAO None  MNone NA

NAME_LOCAL Mone None MNA

NAME OBSOL MNone None MA

NAME_VARIA Mone None MNA

15
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Attributes tab

5. Click the Ratings tab. This tab allows you (and others viewing this page) to rate this

layer. Ratings can be based on quality, accuracy, or any other metric. Click on the
appropriate star to rate this layer.

O Info = Attributes * Share # Ratings o Comments

Rate this layer

kﬂ:] M A N
Average Rating

(0)

6. Layer Ratings tab

7. Click the Comments tab. This tab allows you to leave a comment for other viewing this
layer.

& Info = Attributes #* Share ¥ Ratings > Comments

Comments (0 total)

Add Comment

8. Layer Comments tab
9. Click the Add Comment button and enter a comment.

16



Add Comment

Comment

Add comments to a layer

Submit Comment

10. Adding a new comment
11. When finished, click Submit Comments

O Info = Attributes #* Share ¥ Ratings

Comments (1 total)

Map of Benin
By kngeno on Sep 2, 2016

New comment posted

Downloads

> Comments

Add Comment

17



At the top of the page there are two buttons titled Download Layer and Download Metadata.
These buttons provide access to the ability to extract geospatial data and metadata from within
GeoNode. In this way, GeoNode allows for two way data and metadata access; one can import
as well as export data.

Data

1. Click the Download Layer button. You will see a list of options of the supported export
formats.

Download Layer

JPEG

PDF

PNG

fipped Shapefile
GML 2.0

GML 3.1.1

Csv

Exce

GeolS0ON

KML

View in Google Earth
Tiles

Available export formats
1. Click the option for Zipped Shapefile.
2. GeoNode will process the request and bring up a Save As dialog. Save this file to your
computer, and note how it is the same content as was uploaded.

Metadata

1. Click the Download Metadata button. You will see a list of options of the supported
export formats.

18



Download Metadata

Atom

DIF

Dublin Core
ebRIM
FGDC

150

Available metadata export formats
1. Click the option for DUBLIN CORE.
2. GeoNode will process the request and display XML metadata. Try clicking various
metadata formats, and note how it is the same metadata content in various formats
compatible with metadata and GIS packages.

Sharing layers

GeoNode has the ability to restrict or allow other users to access a layer and shared on social
media.

Anonymous access

1. Go to the layer preview of the first layer uploaded, and copy the URL to that preview
page.

2. Note

3. The URL should be something like:
http://192.81.212.100/layers/geonode:oueme_delimitation_automatique_final_1

4. Now logout of GeoNode by clicking on your profile name and selecting Logout.

19



Menu

€3 Upload Layers

& Profile
¢ Recent Activity
& Inbox

B Notifications

@ Help

5. Logout
6. You will be redirected to the Login form. This is because when this layer was first

uploaded, we set the view properties to be any registered user. Once logged out, we are

no longer a registered user and so are not able to see or interact with the layer, unless

we log in GeoNode again.

Signin

kngeno

|| Remember Me

7. Unable to view this protected layer

20



8. To stop this process from happening, you need to ensure that your permissions are set

so anyone can view the layer for others to see it on social networks.

Who can view it?

#| Anyone
The following users:

s admin

The following groups:

®x UNESCO-IHE

Who can download it?

¥ Anyone
The following users:

s admin

The following groups:

Set permissions for this resource

Please enter 1 more characters

Who can change metadata for it?

Who can edit data for this layer?

This is done by selecting anyone in the layer permissions tab, be aware this now means your

layer is public!

Sharing with social media

1. On the taskbar below your username and profile picture there are three links to social
media services, Twitter, Google Plus and Facebook.

21



0 Info = Attributes #* Share ¥ Ratings = Comments

Share This Layer

Email
Facebook
Twitter
Google +

2. Upon clicking on these icons you will be taken through the application’s process for
posting to the social network. Ensure the permissions are set so anyone can view the
layer if you want unauthenticated to be able to access it.

Adding more layers

We’ve uploaded one layer so far. There is one more layer in the data directory associated with
this workshop called oueme_delimitation_automatique_final_1.shp.
1. Upload this layer, referring to the directions on uploading a layer. As a difference, leave
the permissions set to their default values.

22


http://docs.geonode.org/en/master/tutorials/users/managing_layers/upload.html#layers-upload
http://docs.geonode.org/en/master/tutorials/users/managing_layers/upload.html#layers-upload

SNIEAU Benin e

¢

The following groups:

Files to be uploaded

4files selected.

‘ Choose groups... ‘

Who can download it?

oueme_delimitation_automatique final_1

ESRI Shapefile

Who can change metadata for it?

Who can edit data for this layer?

Who can edit styles for this layer?
¢ pueme_delimitation_automatique_final_1.dbf Remove

Who can manage it? (update, delete, change
permissions, publish/unpublish it)

¢ pueme_delimitation_automatique_final_L.prj Remove
¢ pueme_delimitation_automatique_final_1.shp Remove
¢ pueme_delimitation_automatique_final_1.shx Remove

Select the charset or leave default

UTF-8/Unicode 5
Upload files

2. Uploading the layer
SNIEAU Benin e

oueme_delimitation_automatique_final_1

= B — -
- o i \id / I @ a X m @ B @ Download Layer
:\ Collines Vil i WA Ogbomasha
a \ ¥
<« -4 .
- S Ejigho
o
i ~ » o Edit Layer
[ 4
J e
Région :Jes J B Download Metadata
Plateaux //\‘\ﬂv"lha’dan
ita RGion . Legend
Abe‘})kuta 8
i | ) |
1 I Ogun
Kpalimé Notst {
\ S2GAMU b e
N Maps using this layer
{ L 7
He 1 frorodu List of maps using this layer:
RégionMaritimé S Legos
Tsévié /
L ‘{< i 12183010 ¥ Test
i 5 Zomi
© OpanStreethp coptrlbiiags, o) \

3. Finished upload

Administrators Workshop

Welcome to the GeoNode Training Administrators Workshop documentation v2.4.

This workshop will teach how to install and manage a deployment of the GeoNode software
application. At the end of this section you will master all the GeoNode sections and entities from
an administrator perspective.

You will know how to:

23


http://geonode.org/
http://geonode.org/

1. Use the GeoNode’s Django Administration Panel.
2. Use the console Management Commands for GeoNode.
3. Configure and customize your GeoNode installation.
Prerequisites
Before proceeding with the reading, it is strongly recommended to be sure having clear the
following concepts:
GeoNode and Django framework concepts
Good knowledge of Python
Good knowledge of what is a geospatial server and geospatial web services.
Good knowledge of what is metadata and catalog.
Good knowledge of HTML and CSS.

arwdh e

Usage of the GeoNode’s Django
Administration Panel

GeoNode has an administration panel based on the Django admin which can be used to do
some database operations. Although most of the operations can and should be done through
the normal GeoNode interface, the admin panel provides a quick overview and management
tool over the database.

It should be highlighted that the sections not covered in this guide are meant to be managed
through GeoNode.

Accessing the admin panel

Only the staff users (including the superusers) can access the admin interface.
Note

User’s staff membership can be set by the admin panel itself, see how in the Manage users and

groups through the admin panel section.

The link to access the admin interface can be found by clicking in the upper right corner on the

user name, see figure

24


http://docs.geonode.org/en/master/tutorials/admin/admin_panel/users-groups.html#admin-panel-users-groups
http://docs.geonode.org/en/master/tutorials/admin/admin_panel/users-groups.html#admin-panel-users-groups
http://docs.geonode.org/en/master/tutorials/admin/admin_panel/users-groups.html#admin-panel-users-groups

(D admin -

& Upload Layers

& Profile

# Recent Activity
& Inbox

A Notifications

¥} Announcements
@ Remote Services
[# Invite User

£ GeoServer
—_— L Admin

@ Help

(= Log out

Manage users and groups through the admin panel
Users

Groups

Manage profiles using the admin panel

Manage the metadata categories using the admin panel
Manage layers using the admin panel

Manage the maps using the admin panel

Manage the documents using the admin panel



http://docs.geonode.org/en/master/tutorials/admin/admin_panel/users-groups.html
http://docs.geonode.org/en/master/tutorials/admin/admin_panel/users-groups.html#users
http://docs.geonode.org/en/master/tutorials/admin/admin_panel/users-groups.html#groups
http://docs.geonode.org/en/master/tutorials/admin/admin_panel/profiles.html
http://docs.geonode.org/en/master/tutorials/admin/admin_panel/base.html
http://docs.geonode.org/en/master/tutorials/admin/admin_panel/layers.html
http://docs.geonode.org/en/master/tutorials/admin/admin_panel/maps.html
http://docs.geonode.org/en/master/tutorials/admin/admin_panel/documents.html

Manage users and groups through the
admin panel

The admin section called Auth has the link to access the Groups while the section called People
has the link to access the Users, see figure

Gr oups e A

Users o A

Users

Adding a user

By clicking on the “add” link on the right of the Users link is possible to add a new user to the

GeoNode site. A simple form asking for username and password will be presented, see figure
Add user

First, enter a username and password. Then, you'll be able to edit more user options.

Username: |

Password:

Password confirmation:

Save and add another | Save and continue editing [:}

Upon clicking “save” a new form will be presented asking for some personal information and the

rights the user should have.
For a normal, not privileged user is enough to just fill the personal information and then confirm

with “save”.
If the user has to access the admin panel or be a superuser it's enough just to tick the “staff”

and “superuser” checkboxes.

26



ngo administration

Home = Auth » Users » bob

© The user "bob" was added successfully. You may edit it again below.

Change user

Username:

Password:

bob

Required. 30 characters or fewer. Letters

algorithm: pbkdf2_sha256 iterations: 10000 salt: W7MOT1****** hash: TheKsAFr+*rrrsrsess

ds are not stored, so there is no

y 10 see this

using this form.

First name:

Last name:

Emiail address:

[ Active

[ Staff status

Designates whether this user should be treated as active. Unselect this instead of deleting accounts.

ether the user can log into this admin site.

] Superuser status

Groups:

D nates that this

€1 nas all permissions without exphcith

ning them.

The groups this user belongs to. A user wil get all pemmissions granted to each of hisher group. Hold down "Control", or "Command” on a Mac, to select more than one.

Available groups @ @ i

= -

Changing a user

To modify an existing user click on “Users” then on a username in the list. The same form will

be presented.

Home > Auth » Users

© The user "admin” was changed successfully.

Select user to change

al =7

Action: [ w]| Go| 0075 selecied

[] Usemame &  Email address First name Last name Staff status
[J admin leonardo@example com Leonardo da Vinci )

[J | colombo colombo@example.com Cristoforo Colombo -

[ galileo galieo@example.com Galieo Galiei -]

[J | magellano magelano@example.com Fernando Magelano [

[ pitagora pitagora@example com Pitagora -]

5 users

By staff status
Al
Yes
No

By superuser status
All
Yes
No

By active
All
Yes
No

27



Groups

Although the “Groups” permissions system is not implemented yet in GeoNode is possible to
create new groups with set of permissions which will be inherited by all the group members.
The creation and management of a Group is done in a very similar way that the user one.

Manage profiles using the admin panel

So far GeoNode implements two distinct roles, that can be assigned to resources such as
layers, maps or documents:

e party who authored the resource

e party who can be contacted for acquiring knowledge about or acquisition of the resource

This two profiles can be set in the GeoNode interface by accessing the metadata page and
setting the “Point of Contact” and “Metadata Author” fields respectively.

Is possible for an administrator to add new roles if needed, by clicking on the “Add Role” button
in the “Base” -> “Contact Roles” section:

GeoNode administration Welcome, John. Change password / Log out

Home » Base » Contact roles
Add contact role

Resource: -

Contact: -

Role: | j

Save and add another Save and continue editing D

Clicking on the “People” section (see figure) will open a web for with some personal information
plus a section called “Users”.

Users dhAdd ¢ Change

Is important that this last section is not modified here unless the administrator is very confident
in that operation.
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Manage the metadata categories using the
admin panel

In the “Base” section of the admin panel there are the links to manage the metadata categories
used in GeoNode

Contact roles
Licenses

Links

et

Metadata Regions

Metadata Restriction Code Types
Metadata Spatial Representation Types
Metadata Topic Categories

Resource bases

*

Thumbnails o A

Manage layers using the admin panel

Some of the layers information can be edited directly through the admin interface although the
best place is in the layer -> metadata page in GeoNode.

Attributes
Layers

Styles

A Ak A

Upload sessions

Is not recommended to modify the Attributes neither the Styles.

Clicking on the Layers link will present a list of layers. By selecting one of them is possible to
modify some information like the metadata, the keywords etc. It's strongly recommended to limit
the edits to the metadata and similar information.

Manage the maps using the admin panel

Currently the maps admin panel allows more metadata options that the GeoNode maps
metadata page. Thus is a good place where to add some more detailed information.
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Map layers o A
Map snapshots o A
Maps ok A

The “Map Layers” section should not be used.

By clicking on a map in the maps list the metadata web form will be presented. Is possible to
add or maodify the information here. As for the layers, the more specific entries like the layers
stack or the map coordinates should not be modified.

Management Commands for GeoNode

Below is the list of the ones that come from the GeoNode application, the full list can be
obtained by doing:
python manage.py help

Importlayers:

Imports a file or folder with geospatial files to GeoNode.
python manage.py importlayers <data_dir>

Upd atelayers: python manage.py updatelayers

fixsitename:

Uses SITENAME and SITEURL to set the values of the default site object.
python manage.py fixsitename

Debugging GeoNode Installations

Viewing the logs

e GeoNode main log: This is the output of the Django application generated by Apache, it
may contain detailed information about uploads and high level problems.

The default location is /var/log/geonode/apache.log or /var/log/apache2/error.log.
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It is set to a very low level (not very much information is logged) by default, but it's output
can be increased by setting the logging level to DEBUG in
/etc/geonode/local_settings.py.

e GeoServer log: It contains most of the information related to problems with data,
rendering and styling errors.
This one can be accessed at GEOSERVER_DATA_DIR/logs/geoserver.log, which is
usually /var/lib/tomcat7/webapps/geoserver/data/logs/geoserver.log or
/var/lib/geoserver/geonode-data/logs/geoserver.log.
It may also be symlinked in /var/log/geonode/geoserver.log.

e Tomcat logs: Tomcat logs could indicate problems loading GeoServer.
They can be found at /var/lib/tomcat7/logs/catalina.out or
Ivar/lib/tomcat/geoserver/logs/catalina.out.

e PostgreSQL logs: PostgreSQL is accessed by GeoServer and Django, therefore
information about errors which are very hard to debug may be found by looking at
PostgreSQL’s logs.

They are located at /var/log/postgresql/postgresqgl-$(psql_version)-main.log where
$(psql_version) depends on your local installation.

Security and Permissions

This tutorial will guide you through the steps that can be done in order to restrict the access on
your data uploaded to geonode.

First of all it will be shown how a user can be created and what permissions he can have.
Secondly we will take a closer look on to layers, maps and documents and the different
opportunities you have in order to ban certain users from viewing or editing your data.

Users

Your first step will be to create a user. There are three options to do so, depending on which
kind of user you want to create you may choose a different option. We will start with creating a
superuser, because this user is the most important. A superuser has all the permissions without
explicitly assigning them.

The easiest way to create a superuser (in linux) is to open your terminal and type:

$ python manage.py createsuperuser
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You will be asked a username (in this tutorial we will call the superuser you now create
your_superuser), an email address and a password.

Now you’ve created a superuser you should become familiar with the Django Admin Interface.
As a superuser you are having access to this interface, where you can manage users, layers,
permission and more. To learn more detailed about this interface check this LINK. For now it will
be enough to just follow the steps. To attend the Django Admin Interface, go to your geonode
website and sign in with your_superuser. Once you’ve logged in, the name of your user will
appear on the top right. Click on it and the following menu will show up:

Menu

& Upload Layers

Profile

|w

Recent Activity
& Inbox

« Announcements
@ Remote Services

(& Invite User

2 GeoServer

£ Admin

© Help

Clicking on Admin causes the interface to show up.
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Django administration

Site administration

l
=

Account deletions deAdd ¢ Change
Accounts deAdd ¢ Change
Signup codes deAdd ¢ Change

Actions dgeidd & Change
Follows dgeidd & Change

Announcements g Add ¢ Change

Dismissals g Add ¢ Change

Groups dhAdd ¢ Change
Users dhAdd ¢ Change

Avatars deAdd ¢ Change

Contact roles dgeidd & Change
Links dgeidd & Change
Metadata Regions dgeidd & Change

Go to Auth -> Users and you will see all the users that exist at the moment. In your case it will
only be your_superuser. Click on it, and you will see a section on Personal Info, one on
Permissions and one on Important dates. For the moment, the section on Permissions is the
most important.

[ Active

Designates whether this user should be treated as active. Unselect this instead of deleting accounts.

[ Staff status

Designates whether the user can log into this admin site.

B Superuser status
Designates that this user has all permissions without explicitly assigning them.
As you can see, there are three boxes that can be checked and unchecked. Because you've
created a superuser, all three boxes are checked as default. If only the box active would have
been checked, the user would not be a superuser and would not be able to access the Django
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Admin Interface (which is only available for users with the staff status). Therefore keep the
following two things in mind:

a superuser is able to access the Django Admin Interface and he has all permissions on
the data uploaded to GeoNode.

an ordinary user (created from the GeoNode interface) only has active permissions by
default. The user will not have the ability to access the Django Admin Interface and
certain permissions have to be added for him.

Until now we’ve only created superusers. So how do you create an ordinary user? You have two
options:

1.
2.

©

10.

Django Admin Interface

First we will create a user via the Django Admin Interface because we’ve still got it open.
Therefore go back to Auth -> Users and you should find a button on the right that says
Add user.

Django administration Welcome, barbara. Change password / Log out

Home > Auth » Users

Select user to change
Click on it and a form to fill out will appear. Name the new user test_user, choose a
password and click save at the right bottom of the site.

Django administration

Home » Auth » Users > Add user

Add user

First, enter a username and password. Then, you'll be able to edit more user options.

Username: test_user

Password: R

Password confirmation: R

Save and add another | ‘Save and continue ediing ‘E

Now you should be directed to the site where you could change the permissions on the
user test_user. As default only active is checked. If you want this user also to be able to
attend this admin interface you could also check staff status. But for now we leave the
settings as they are!

To test whether the new user was successfully created, go back to the GeoNode web
page and try to sign in.

GeoNode website

To create an ordinary user you could also just use the GeoNode website. If you installed
GeoNode using a release, you should

see a Register button on the top, beside the Sign in button (you might have to log out
before).

12,

Hit the button and again a form will appear for you to fill out. This user will be named
geonode_user
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SNIEAU Benin R -
S'identifier

S'identifier

Nom d'utilisateur

kngeno

Mot de passe

Mot de passe (3 nouveau)

Email

kngenodev@gmai\.com|

13. By hitting Sign up the user will be signed up, as default only with the status active.
As mentioned before, this status can be changed as well. To do so, sign in with your_superuser
again and attend the admin interface. Go again to Auth -> Users, where now three users should
appear:
We now want to change the permission of the geonode_user so that he will be able to attend
the admin interface as well. Click on to geonode_user and you will automatically be moved to
the site where you can change the permissions. Check the box staff status and hit save to store
the changes.
To sum it up, we have now created three users with different kind of permissions.
e your_superuser: This user is allowed to attend the admin interface and has all available
permissions on layers, maps etc.
e geonode_user: This user is permitted to attend the admin interface, but permissions on
layers, maps etc. have to be assigned.
e test_user: This user is not able to attend the admin interface, permissions on layers,
maps etc. have also to be assigned.

You should know have an overview over the different kinds of users and how to create and edit
them. You’ve also learned about the permissions a certain user has and how to change them
using the Django Admin Interface.

Note

If you’ve installed GeoNode in developing mode, the Register button won’t be seen from the
beginning. To add this button to the website, you have to change the REGISTRATION_OPEN =
False in the settings.py to REGISTRATION_OPEN = True. Then reload GeoNode and you
should also be able to see the Register button.
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Layers

Now that we’ve already created some users, we will take a closer look on the security of layers,
how you can protect your data not to be viewed or edited by unwanted users.

Hint

As already mentioned before it is important to know that a superuser does have unrestricted
access to all your uploaded data. That means you cannot ban a superuser from viewing,
downloading or editing a layer!

The permissions on a certain layer can already be set when uploading your files. When the
upload form appears (Layers -> Upload Layer) you will see the permission section on the right

side:
Upload Layers

Permissions
a Who can view it?
v Anyone

The following users:

or select them one by one:
Mo files selected. The following groups:

Files to be uploaded

Select the charset or leave default Who can download it?

UTF-8/Unicode j
Who can change metadata for it?

Upload files Whao can edit datafor this layer?

As it can be seen here, the access on your layer is split up into three groups:
e view and download data
e edit data
e manage and edit data

The difference between manage and edit layer and edit layer is that a user assigned to edit
layer is not able to change the permissions on the layer whereas a user assigned to manage
and edit layer can change the permissions. You can now choose whether you want your layer to
be viewed and downloaded by

e anyone

e any registered user

e a certain user (or group)
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We will now upload our test layer like shown HERE. If you want your layer only be viewed by
certain users or a group, you have to choose Only users who can edit in the part Who can view
and download this data. In the section Who can edit this data you write down the names of the
users you want to have admission on this data. For this first layer we will choose the settings
like shown in the following image:

If you now log out, your layer can still be seen, but the unregistered users won’t be able to edit

your layer. Now sign in as geonode_user and click on the test layer. Above the layer you can
see this:

Download Layer

Edit Layer

Download Metadata

The geonode_user is able to edit the test_layer. But before going deeper into this, we have to
first take a look on another case. As an administrator you might also upload your layers to
geoserver and then make them available on GeoNode using updatelayers. Or you even add the
layers via the terminal using importlayers (LINK TUTORIAL). To set the permissions on this
layer, click on the test layer (you’ve uploaded via updatelayers) and you will see the same
menu as shown in the image above. Click Edit layer and the menu will appear.
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Edit Layer

4 b

Metadata Styles Thumbnail Layer

Remowe

O

Close

Choose edit permissions and a window with the permission settings will appear. This window
can also be opened by scrolling down the website. On the right-hand side of the page you
should be able to see a button like this.
Click on it and you will see the same window as before.
Now set the permissions of this layer using the following settings:
When you assign a user to be able to edit your data, this user is allowed to execute all of the
following actions:
edit metadata
edit styles
manage styles
replace layer

e remove layer
So be aware that each user assigned to edit this layer can even remove it! In our case, only the
user test_user and your_superuser do have the rights to do so. Geonode_user is neither able to
view nor to download or edit this layer.
Now you are logged in as the user test_user. Below the test_layer you can see the following:
By clicking Edit Layer and Edit Metadata on top of the layer, you can change this information.
The test_user is able to change all the metadata of this layer. We now want to change to point
of contact, therefore scroll down until you see this:

Point Of Contact bobby (None) j

Metadata Author bobby (None) j

Change the point of contact from _who_ever_created_this to test_user. Save your changes and
you will now be able to see the following:
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Warning

If you allow a user to view and download a layer, this user will also be able to edit the styles,
even if he is not assigned to edit the layer! Keep this in mind!

To learn how you can edit metadata or change the styles go to this section LINK.

Maps

The permission on maps are basically the same as on layers, just that there are fewer options
on how to edit the map. Let’s create a map (or already TUTORIAL?). Click on test_map and
scroll down till you see this:

Permissions

Specify which users can view or modify this map

Change Permissions of this Map

Here you can set the same permissions as known from the layer permissions! Set the
permissions of this map as seen here:

Save your changes and then log out and log in as test_user. You should now be able to view
the test_map and click on to Edit map.

Download Map

As you may recognize, this user is not able to change the permissions on this map. If you log in
as the user geonode_user you should be able to see the button change map permissions when
you scroll down the page.
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Documents

All the same is also valid for your uploaded documents.

40



